Updating Member Contact Information &
Resetting Multi-Factor Authentication

This document provides instructions on how to update your member’s email and cell phone number
through personal preferences and how you can perform a Multi-Factor Authentication (MFA) rest on

the member record page.

Edit Member's Personal Preferences

1. From the Action menu on the member record, select Personal Preferences.

Employees - View

Jesse Slatenson L@ ®

[ Please select an action

personal

L g ——

Personal Preferences

|

Q

2.  Enter the member's email address.

Importa nt! The work ® ElectronicMall | O Paper Mail |
email Emall Address
may be O Primary
locked
P 1 Email Add
down. If ersonal Email ress
resttest.com ® Primary All emails will be sent to this address
so, place
the email Cell Phone Number
in the 555-555-0001
Personal 555-555-0001
Emall Text messages (optional)
Iwould like 10 receive exL messagses
Add ress * |would like Lo receive news and updates aboul my benefits
fleld s | accept the Terms and Conditicns
* | agree 1o receive informational text messages from Businessolver, Inc
Consentis not a condition of purchase, Messages lrequency will vary,
Message and data rates may apply. Reply HELP for help or STOP 1o
cancel.
3. Enter the member’'s phone number and request permission to select the checkbox to opt in
to receive text messages.
Note: Member permission is required to opt a member into text

messaging. Opting in to SMS is NOT REQUIRED for the member to
use their cell phone for MFA. There may be additional information
on this page that may require a selection (i.e., document delivery
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and/or claims consent). You will need to read the information to the
member and get their desired selection.

Document Delivery

Electronic Consent for Affordable Care Act - Important Tax 1095-C Documentation Preference

Electronic 1095 Delivery Consent:

IMPORTANT TAX DOCUMENTATION

Starting in 2015, the IRS is requiring individuals to report on their healthcare coverage. Your employer is required to supply you this information on a standard
form, IRS Form 1095, You will use this form when preparing your taxes, You may choose to receive this form electronically or via mail.

By selecting "yes" | consent to the delivery of the 1095 Employee Statement electronically. This document will then be made available in my personal
documents by January 31 the year following a year when | am eligible for or enrolled in Health Coverage. A paper copy will not be sent ta me unless | withdraw

this consent.

I may withdraw this consent at any time by contacting Businessolver at 844-215-5100 or by going to "My Profile” at www.benefitsolver.com and changing my
consent from Yes ta No.

lunderstand that once generated, my completed 1095 form will be available in my Personal Documents as long as Businessolver.com, Inc. is the
administrator of my employer's benefits.

This notice will remain in effect until | withdraw consent or until there is a material change in the consent, at which time | will need to reconfirm my consent

4. Scroll down and click Continue.

1understand that once generated, my completed 1095 form will be available in my Personal Documents as long as Businessolver.com, Inc. is the
administrator of my employer's benefits.

This natice will remain in effect until | withdraw consent or until there is a material change in the consent, at which time | will need to reconfirm my consent
for electronic delivery.

Do you agree?

¥ Yes X Mo

Cancel [ Continue

e The next time a member logs in using their username or password, they'll be prompted to
complete authentication using the email and/or cell number that was added to their account.
They'll receive a code at that device or email, and going forward, they'll use that method to log in.
If they ever need to change their authentication method, they can update it in their profile.

e Example of what members will see:

Welcome
Fields marked with an asterisk (*) are required Don't have an account?
User Name *
Register to create your
@® ‘ Jjesse.slatenson1 user name and password.
When the member enters their
case sensitive @ Register

Password * username and password, they
PR will be taken to the Secure your
Account with MFA page.

|
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Add an Extra Layer of Protection
phone or email).

Steps to set up MFA:

3. Follow the on-screen instructions to verify your device.
4. Use your MFA code each time you log in for added security.

@ Secure Your Account with Multi-Factor Authentication (MFA)

Multi-Factor Authentication (MFA) helps keep your account safe by requiring two steps to sign in: something you know (your password) and something you have (a

1. Choose your preferred MFA method (text, email, or authenticator app).
2. If you have an International phone number please choose email for your MFA codes

[
L2

@ Secure Your Account with Multi-Factor Authentication (MFA)

MFA User Verification Confirm Your Identity Text

MFA User Verification Info SMS

MFA User Verification Code Sant To Taxt *###.###.0001
"wie will onfy use this numDer for devica security

Message and Data rates may apply

MFA User Verfication Info Email
MFA User Verification Code Sent To Text t*t@r+**.com

Verify Code

Enter Code

Send Code

Send Code

357273

123456

Did not receive code? Send new code

Ea

e If your member doesn't have a username and password set up, instruct them to go to

www.benefitsolver.com. Then, tell them to click the Register button. If they have already logged
in, they can start from Trouble Logging In. From there, they will be prompted to complete the
username and password process shown in screenshots below and then to authenticate the
email address or phone number that was added to their account.

Welcome

User Name =

Fiedks rmuarkoed with an asterisk () are required

Don't have an account?

@ pseslaensont

FlEErstir 1o Create your
J user name and passwond.

I L' Regriter |
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@ Info

Fiel ith an risk (*) are i
Social Security Number *
123-45-6789

Date of Birth *

I

MM/DD/YYYY

Zip Code

I

Enter a valid US zip code, US zip code+4, Canadian, or Foreign postal code. If
you do not have a postal code on file, leave blank.

Company Key
xeus Change

Directions

All fields are required.

If you don't already have your Company Key, contact your
benefits administrator.

Welcome

Fields marked with an asterisk (*) are required
User Name *

@] jesse.slatensont

Don't have an account?

Register to create your
user name and password.

case sensitive I‘

@ Register I

Password *

case sensitive

Password Reset

@ Verify User Information

Social Security Number *

123-45-6789

Date of Birth *

MM/DDAYYYY

Zip Code

Enter a valid US zip code, US zip code+4, Canadian, or Foreign postal code. If
you do not have a postal code on file, leave blank.

Company Key *

case sensitive

Directions

can't remember your user name or password?

Please enter your Social Security Mumber, Date of Birth, and Zip
Code, then click “Continue” to retrieve your user name ar reset
your password.

Don't have an account?
Click cancel and register on the previous login screen.

‘ Cancel Co
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Note: If they have never set up a username and password, the member
will need to click on the Register button and enter their information.

Don't have an account?

Register to create your
user name and password.

& Register

Reset MFA from Member Record

The Reset MFA option, under the Action dropdown on a member's record, allows admins to reset a
member's MFA settings if they are locked out or need to reconfigure their MFA settings.

Note: The option to
reset MFA Company ~  Benefits +  Employess v  Administration = Reports = Advanced Search
should NOT )
be Employees - View
. L
automatically e
[Plzas! select an action ] wistory | ooy (@)
offered when ‘ =
someone is e Message
View Time Tracking
haVi ng 1095 Reporting Info
Retirement Modeling
issues Login as Member
: Chat as Member 4
hanee Password
5. Navigate to the member's record and B tees Firarses g fai 0
click on the Action dropdown menu. - S —_
6. Select Reset MFA. Validate Address
D Show additional Flelds..
7. Click Reset

Employees - Reset MFA

J00

Fleate sebect an action

WA Enabled
Enabled

Preferred Factor of Secondary Authentication
Authenticator

f Confirm MFA Reset

Yo are about to resat Multi-Factor Authentication for

This will Clear all MFA preferences (o7 this mamber, Thisy will b prompted 16 et up MEA SEaen an thiir nEd login.

e
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Note:

Example:

This will clear ALL MFA preferences for this member. Once their MFA
configuration is reset, the member will be prompted to set up MFA
during their next login.

This is what the page will display if the member has not set up MFA.
In this scenario, you can still reset a member's MFA settings.

;g # Home @B LveChat @ Help & Drew Jensen - BSC= ProdDev Team 08 | T

Company -  Benefits -  Employees -  Administration +  Reports =

Employees - Reset MFA

Please select an action

MFA Enabled
Not Setup

Preferred Factor of Secondary Authentication
None

f Confirm MFA Reset

You are about to reset Multi-Factor Authentication for Stacey Bouvet (439108814,

This will clear all MFA preferences for this member. They will be prompled 10 et up MFA 3gain on their next login.

Cancel

Note: For Spanish-speaking populations, the MFA interface will translate within the browser if the
browser is set to Spanish, or if the member selects “Translate” on the browser.

2 businessolver

2 Sofia Solver

@ Proteja su cuenta con la autenticacion multifactor (MFA)

Por favor verifique su identidad

Verificar con SMS.
Cédigo de verificacion de usuario de MFA enviado al mensaje de texto *++.4++.4004
Solo usaremas este nimero para (3 seguridad del dispositivo

Purden aplicarse tanfas por mensajes y daros.

Verificar con correa electrénico
Cédigo de verificacion de usuario de MFA enviado al mensaje de texto s*4s@b**+4+.com
=]

Werificar con correa electrénico
Codigo de verificacion de Usuario de MFA enviado al MeNsaje de texto (**s@h*+=+* com _

€29 businessolver

v

@ Proteja su cuenta con la autenticacion multifactor (MFA)

Afade una capa adicional de proteccién

La autenticacion multifactor (MFA) ayuda a mantener su cuenta segura al requerir dos pasos para iniciar sesion: algo que usted sabe (su contrasenia) y algo que

tiene (un teléfono o carrea electrénica).

Pasos para configurar MFA:

1. Elifa su método MFA preferido (texto, correo electrénico o aplicacién de autenticacion).
2.Sitiene un nimers de teléfonc internacional, elija el correo electronico para sus codigos MFA

3. Siga las instrucciones en pantalla para verificar su dispositive.
4. Utilice su codign MFA cada vez que inicie sesion para mayor seguridad

[ﬁ Autenticacién multifactor

Cédigo enviado
Por faver ingrese o <O 6nviado a su BISpOSITNG.

Introgucir codigo

&No has recibido el chdige? £
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